USER GUIDE

PRODUCT DESCRIPTION
Thank you for choosing our product.
The below documentation provides extensive support for the proper installation of ulockme. Ulockme is a
wireless electronic lock control device using Bluetooth communication that allows its user to operate, amongst
other things, gates, locks and switches remotely via smartphone. The product is capable of operating multiple
electronic and magnetic lock mechanisms, switches, garage doors, and other appliances with the help of a
mobile app.
The product requires a mobile phone with Bluetooth 4.x support. The minimum requirement for the operating
system is Android 4.4, IOS 8, or their later versions.

PROPER INSTALLATION
Please read the instructions for use carefully and pay close attention to the below points for the proper setup
and customization of the product on your device: 1.1. , 1.2., 1.5., 1.7., 1.8., 1.9.1
By doing so, you can eliminate the possibility of faulty or unauthorized operation.
During the installation of the product, please follow the guidelines specified in 1.2 and the setup guide
carefully before use. The quick setup guide is recommended only for experienced mechanics, safety equipment
technicians, and electronic locksmiths. The quick guide describes only the product specific information relevant
to the installation of the product, which does not include the general instructions for installation.
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1

INSTALLATION AND CUSTOMIZATION

1.1

INSTALLING THE APPLICATION

You can use the ulockme controller through your mobile phone after downloading the installation software
with the help of AppStore or GooglePlay. Enter ulockme into the search box and select install for the
installation of the application on your device. The name of the application is ulockme home, which is available
for download and use free of charge.
ATTENTION, your phone needs internet connection for the installation. Downloading the app generates
internet traffic. When in roaming territory, we recommend downloading the app using Wi-Fi connection in
order to avoid generating undesired roaming-data charges.

1.2

INSTALLING THE DEVICE

ATTENTION! Please, read the setup guide before installing the hardware device. The guide contains the
schematic for the device and describes the steps of installation as well. Installing the device other than the way
specified in the guide might cause damage to the device or property. If you find it difficult to make out certain
steps of the installation, it is recommended to leave the installation to a professional. The Distributor cannot be
held liable for damage caused by incorrect installation.
Please, follow the steps of the setup guide in every case using the type of connection most suitable for your
needs. You can check the operation status LEDs to see whether your hardware device is installed properly.
Following the proper installation and connection, the device is operational and ready for the registration of the
first mobile device, which is automatically assigned administrator privileges.
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1.3

OPENING SCREEN - SEARCHING FOR NEARBY DEVICES

When running the mobile application, you are greeted with the
opening screen, which appears only for a short period of time.
Subsequently, the application automatically starts searching for
installed control devices.
The newly installed device appears on the opening screen under
the name of ulockme (the name of the device can be changed
following the description in 1.7. setting device name). In the case of
multiple devices present nearby, all the devices appear in a list with
the closest device displayed on the top.
Tapping on the name of the device, ulockme in the case of factory
settings, or tapping on the arrow to the right takes you to the
smartlock display.
If your device does not appear, touch a free part of the screen and
swipe down for the refresh icon
to appear. Hold your finger on
the screen and wait for the animated icon to start turning, which
indicates that the app has started a new search. Searching for
nearby devices only takes a few seconds at most.

1.4

SMARTLOCK SCEEN
You may connect a maximum of 4 switches to one device. The
picture on the left shows the default settings: Gate, Garage, Light,
and Switch.
The smartlock screen is customizable as needed. The switch icons
and their names can be changed after the admin user has been
added, following the first registration in other words. You can
customize the device name and switch configuration to your needs
in Settings.
The status of each switch appears below their names, which is
unregistered by default. You can find more information about the
status of the switches later on.
The pictograms next to the switches indicate switch types. There is
a separate icon for each:





Gate
Garage
Light
Switch
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1.5

FIRST REGISTRATION OF ADMIN MOBILE DEVICE

The first step of setting up your device is the registration of the first admin
user. To do this, tap on the name or pictogram of a switch on the
smartlock screen.
The Verify device secret pop-up window is an important safety element.
The words that appear serve as proof of identity. If the order of words is
not a match for the sequence of the words printed on the card you can
find in the package, you might be trying to connect to another device in
which case you should tap <Back in the upper left corner to navigate back
to the list of devices and select another device. In case you cannot find the
new device based in its name, try going closer to the device and refresh.
Subsequently, select the device with the strongest signal from the list.
ATTENTION! If you the words that appear in the pop-up window does not
match for the second time either, abort the registration and contact your
distributor or service partner.

If the safety words are a match, tap Yes and the application takes you to
the Registration screen. Here you can fill in the User with your name or
nickname, for example: “Admin” or “Zolka”.
You are not required to fill in the switch types or register new switches
during the first admin registration. It is important to mention that the first
user with administrative privileges is assigned a Constant Key for all the
switches. Send your registration to the control device without changing
the rest of the options by pressing Send.
After pressing the Send button, you return to the smartlock screen. If the
registration is successful, you are notified with a Registration sent
successfully message on the top of the screen. If you see a red error
message then your registration was not successful. In this case, repeat the
registration process. If your registration is not successful for the second
time either, try to reset the device to factory settings. There is a Factory
RESET jumper you can use for this purpose, which Is described more in
detail later on.
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Following the successful admin
registration, a pop-up window appears
with the registration code (regcode),
which we can ignore for the time being
and press OK. The registration code is
going to be important later on, when
the administrator assigns privileges to
other users.
The device accepts the first registration
automatically
and
assigns
administrative privileges to the user
without asking. These privileges can
only be deleted by resetting the device
to factory settings.
Following a successful registration, the
status of the selected switch changes to
Pending.

Press the Refresh button in the upper right corner or tap on its
pictogram, which initiates date exchange between the device and
the app. A few seconds later you are going to receive a green
message (Device has been refreshed successfully) notifying you
about the completion of the process. After refreshing, the status of
the switches in the app changes to Registered. The menu bar
further administrative options:
Keys and Events
With the help of the mobile device used for the first admin
registration, we are capable of modifying the settings of our control
device, manage future registrations as long as we do not register
other admin level keys for the control device.
ATTENTION! Operating the switches is only possible following the
first registration. The switches start with factory default timer
settings. Please, check the default setting in Settings before using
the switches in order to avoid undesired operation. Switch settings
are described more in detail later on.
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1.6

DEVICE NAME AND SWITCH CONFIGURATION SAMPLES

The pictures above provide samples for switch configuration. You may assign four switches to one device at
most but it is possible to use few than that, two for example.

THE APP DISPLAYS THE FOLLOWING INFORMATION ON THE SCREEN




Pictograms assigned to each switch based on their type
(switch types: garage, gate, light, switch)
Switch name (changeable any time): pl. backdoor, garage, room 101
Switch status, which indicates whether our mobile phone has access or key to the specific switch

BELOW IS THE LIST OF SWITCH STATUSES






registered: available for use, has a registered active key
unregistered: currently unavailable, has no registered active key
pending: currently unavailable, there is a pending registration waiting for approval
disabled: either the registration or the key has been disabled

In the following part of the guide, you can find detailed information on how you may change the settings
discussed above.
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1.7

SETTING DEVICE NAME AND DESCRIPTION
Select your device from the list of nearby devices and tap on its
name then open Settings.
You can change the Name and Description under Device Details.
Tap Update after entering the name and description of your
choosing.
The name and description you specified is going to appear for your
device. The name of the device is public so it is recommended to
choose an unambiguous name, for example a the name of your
company, name and address of the owner, name of the
accommodation in order to help our guests identify our device
from the list. E.g: “John Smith, Sample Street 12” or “Sunshine Inn,
Example Square 6”

1.8

SETTING DEVICE CLOCK

Set the time of the application. To do this, enter Settings and tap
Diagnosis. The application sends the time set in our mobile phone’s
system clock. You may do so by tapping Update. Pressing Back
takes you back to the main screen.
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1.9.1 SWITCH SETTINGS ON USER SIDE

Enter Settings, where you can find your switches listed by name
under Switch details. By clicking on the name of the switch you
can look at its settings.
The settings are available based on privilege levels. Administrators
can see the name, general information, and timer settings of the
switch, while only the Hidden and AutoOpen options are available
for users/guests.
Name (admin only): Name your switches as you desire.
Type (admin only): Select the type of switch from the following:
garage/gate/light/switch.
Auto off (admin only): Setting the timer for automatic power off.
After the specified time has passed since was turned on, the
controller turns off the switch. You can use this setting for electric
locks, electrocatch locks, lighting or timed power down for other
devices.
Pause time (admin only): Preventing the switch from accepting a
new commands temporarily. Until the specified time has passed, the
switch is not going to accept new commands from any key. This setting is relevant in special cases, for example
when reacting to new commands during the specified interval of time could lead to faulty operation or error.
When you have finished configuring your settings, press Update to validate the changes for your switch.
Change the settings of your switches you wish to use following the description above. You can find the
recommended settings for each switch type at the end of the user guide.
The Name, Type, Auto off, and Pause settings are only available for administrators.
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1.9.2 PERSONAL SWITCH SETTINGS
THESE SETTINGS ARE AVAILABLE FOR EVERY USER
Hidden: You can hide the switch if you do not wish to use it or do not have a device connected to it. After
selecting Hidden, the switch is not going to be visible for us.
Auto open: Proximity-open function. Activating this function allows the user to automatically open or operate
switches based on the proximity of his mobile phone to the control device, without having to touch the mobile
phone at all. This function requires the app to run in the background.
After turning on Auto open, you are presented with 4 options, which help you to make better use of the above
function for your locks or other devices base on your habits.
Trigger Range: Detection range. You may specify from which distance you wish to operate a certain switch.
There are three options based on distance, which might be subject to change based on the conditions of local
radio reception, the presence of an optional external antenna. The table below shows the approximate
distances based on practical experience:




Close: approximately 1-2m distance
Middle: approximately 3-10m distance
Distant: farther than 10m distance

Period from first event: Time passed since the first approach, which is the starting point for EXAMINED TIME
PERIOD. When EXAMINED TIME PERIOD is over, the next period starts automatically. The following two
settings are looked at separately.
Wait from previous event: The shortest time between two events. You are not going to be able to operate a
certain switch until the specified time has passed even if there is a mobile phone in close proximity.
Max events in period: The highest number of events during EXAMINED TIME PERIOD. You are not going to be
able to operate a certain switch more times than the number specified for The EXAMINED TIME PERIOD even if
there is a mobile phone in close proximity.
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1.10 SWITCH STATUS
REGISTERED – Active access to the switch
Switches with registered status have an active key/registration. You can use the key within the validity period
to turn on/off the switch by simply tapping on its name of pictogram. The pictogram indicates operation by
moving left and right on the screen. You receive a red error message in the event of an unsuccessful command.
A command might be unsuccessful even if you have registered key but it is temporarily unavailable at the
specific time or date. In this case you receive a red Permission denied message. You can find further
information in the key types entry.
UNREGISTERED – No active access for the switch
Unregistered switches may not be operated. Selecting an unregistered switch takes you to the Registration
screen where you can claim a key for the switch.
PENDING – Key claim is waiting for admin approval for the switch
You are not able to operate a switch with pending status yet. In this case your key claim has already been sent
and it is currently waiting to be approved. Tapping on the switch brings up the REGCODE, which you may send
for approval again.
DISABLED – Key or access is disabled for this switch
You have a key or registration for the disabled switch but the administrator has temporarily disabled your
access to the switch. In this case the user is unable to send another claim for the switch in question. Only the
administrator is able to activate a disabled key and grant access to the switch again.

1.11 KEY TYPES
THERE ARE THREE DIFFERENT TYPES OF KEYS THAT MAY BE USED FOR REGISTRATION






Constant: This key type provides continuous access for the user from the start. You have to specify the
starting date and time, then select which switches are going to be accessible for the key, when claiming
this key.
Temporary: This key type provides temporary access for the user. You have to specify the starting date and
time, as well as the date and time of expiry, then select which switches are going to be temporarily
accessible with the key.
Recurring: This key type provides access for the user on specific days of the week during a specific period
of time. You have to specify the starting date and time, as well as the date and time of expiry. What is
more, you can select which days of the week you should be granted access (E.g. every day of the week, on
Mondays, Tuesday and Thursday, etc). The key provides access during the designated period of time on the
selected days. Of course, you have to select to which switches you want to have recurring access.
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1.12 KEY LOG AND MANAGEMENT
The administrator can access the Keys menu to manage claims, stored keys, registered and disabled keys.

KEYS MAY BE LISTED AND REVIEWED ON SEPARATE PAGES OF THE KEYS SCREEN
Pending: list of key claims waiting for approval and their management
Registred: list of approved or active keys and their management
Disabled: list of disabled keys and their management
You can pull to refresh the list as illustrated on the left:
Pull your index finger downwards while pressing it on the screen,
until the pull to refresh message appears. If there was a change in
the status of our keys, they immediately become visible after
refreshing the list.
Only the most recent 5 keys are loaded automatically, when the
application brings up the list. If you want to see your older keys,
you can do so by activating the pull to refresh function, which
downloads 5 more entries from the control device. The reason for
this 5 entry division is the data communication provided by
Bluetooth 4.1 technology. Since it is a slower means of
communication, downloading a long list could result in long waiting
times and communicational errors.
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1.13 MANAGING CLAIMED KEYS

The above example shows that the Vendég user has claimed a key for switches 3 and 4. The app does not
refresh automatically, so you can review new claims by refreshing in the way mentioned earlier. A user with
administrative privileges may





Activate (by pulling the selected row left, pressing Activate)
Delete (by pulling the selected row right, pressing Delete)
Disable (pressing Disable)
Review and edit key claims by tapping on the selected row. The settings appear based on what the user
selected when sending the claim. It is possible to assign another name and different privileges to the user
or change their key type for certain switches. If you chose to edit a key, you can finalize your changes by
pressing Send, in which case the Pending key is activated and its status changes to Registered.
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1.14 MANAGING ACTIVE KEYS

This example shows that the
Administrator has a registered key
for all four switches, while the
Vendég user has access to door1 as
well.
By pulling the row right, the
Administrator can choose to delete
or disable the guest key. By tapping
on the row, the admin can review
and edit the privileges for the
switch in question.

1.15 MANAGING DISABLED KEYS

You can find the disabled key
under the Disable tab.
The Administrator may delete the
key by pulling the row right, or may
activate it by pulling the row left
(assigning Registered status to it).
By tapping on the row, the admin
can review and edit the privileges
of keys to switches.
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1.16 ADDINGS USERS
THERE ARE TWO WAYS TO REGISTER KEYS FOR THE CONTROL DEVICE




Local claim: After connecting to the control device with the help of the mobile application, a user may
claim a key to a selected switch by tapping on the unregistered switch. The administrator can choose to
approve or refuse the claim, or alternatively modify the claim before approving it. The status of the user
key becomes Registered after the claim has been approved.
Preregistration: The administrator may preregister a key and send its activation code to a user. The user
enters the regcode into the downloaded mobile app. When connecting to the control device he sends his
claim using a valid regcode and the device activates his key. The user key becomes Registered.

In both cases, the administrator decides, to which switches may the users be granted access and when it might
be accessible for them.

1.17 PREREGISTRATION – GIVING KEYS TO REMOTE USERS

Enter Settings and select Preregistration.
Enter the User name of the owner of the key(s) to the
appropriate row and select user level, which could grant user or
administrator privileges.
Select the key type and duration of access. You can find more
information about Constant, Temporary and Recurring keys
(above) as well as their settings.
When you are ready, press Send at the bottom of the screen to
finalize the preregistration.
Please, use caution when assigning administrator privileges and
granting access to your switches (as well as during the registration
process and selecting your users) in order not to allow access to
undesired parties.
After finalizing the registration, a pop-up window appears
(Registration successful) with the regcode that the user may use
to gain access to our switch(es). You may copy the regcode to
clipboard by tapping the appropriate button, which allows you to
send the regcode to the selected user in text message. It is not
advisable to send the REGCODE in email, especially together with
the address. You can find more information about this in 2.22.
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1.18 ACTIVATING PREREGISTERED REGCODE
When the user arrived to the location, he may activate his preregistered key on site by using the REGCODE,
which grants the user the level of privileges and access to the selected switches specified during the
preregistration.
THE STEPS OF ACTIVATION





Entering the REGCODE into the application: On the nearby devices screen, tap the + button in the upper
left corner and enter the REGCODE you received. There is a possibility to save a short note specifying the
name and address of the location for use for example. Press Add to upload the code to the REGCODE list
from where it can be retrieved when arriving to the location.
Activating the key: When the user is in proximity of the control device, he can select the name of the
device from the list and tap on it to connect to it. Subsequently, the user is directed to the Registration
screen, where he has to select the REGCODE he wishes to validate from the list under Registration by
regcode then press Send. After successfully sending the valid REGCODE, the preregistered key created by
the administrator becomes active.

The time of activation does not influence the validity period assigned to the key.
th
th
For example, if a key is valid between April 12 and 15 but the user activates it using the REGCODE on April
th
th
th
11 , the user will still only be able to use the key to operate the switches between April 12 and 15 . In
th
another case, if the user activates the key on April 16 even though the activation is successful, the key cannot
be used after the expiry date.
The user may add the code to the code list well in advance without being in proximity of the device. It is
recommended to ask the user to download the free app shortly after receiving the REGCODE and add the
REGCODE to the code list in order to make the activation faster and simpler on site.

1.19 CLAIMING A KEY
THE PROCESS OF CLAIMING A KEY
In order to claim a key the use must connect to the control device using his mobile phone. By tapping on the
name or pictogram of any switch, the user arrives to the Registration screen, where he has to fill in the User
name, specify the key type (as well as the starting time and validity period) and selects, which switches he
wants access.
After the claim has been successfully sent, the user receives the Registration successful message and a
REGCODE that appears in a pop-up window.
The user can send his claim with reference to the REGCODE to the administrator who may choose to approve,
edit, or delete his claim.
It is important to mention that the status of the key remains Pending, until the administrator either activates or
deletes it.
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1.20 ACCEPTING A PENDING KEY
The administrator can manage keys in the Keys menu. The new key claims can be managed in the Pending tab,
where the keys may be activated, deleted, disabled or edited. For a more detailed description, look at the 1.12.
Key log entry.

1.21 SHARING YOUR KEY
Users may share their access to switches with other users without
help from the administrator. To do this, tap Share key in Settings.
Simply enter the name of the user and tap Send to create a shared
key in the control app. Subsequently, you receive a REGCODE,
which may be sent to the user with whom you want to share your
key.
The selected (new) user adds his code to the code list based on the
REGCODE he received then connects to the control device and
selects the desired switch or taps on its pictogram. In Registration
by regcode, he selects the code from the list and presses Send. The
activation process is identical with the process described in 1.18
Activating preregistered REGCODE.
Please, use caution when sharing your key, grant privileges and
access to your switches in order not to allow access to undesired
parties.
ATTENTION! By sharing his own key, the Administrator shares his
admin access to the control panel and admin privileges with the
selected user, which allows the new user to change the device
settings, privileges and manage events.

1.22 EVENT LOG
Users with administrator privileges may access the Event log and keep track of the times in which the switches
were used or look at the setup events. The device is capable of logging thousands of events. In case of running
out or memory, the device overwrites the oldest entry in the log. The event log does not need to be managed,
it always operates at full capacity.
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2

USEFUL INFORMATION

2.1

RECOMMENDED SETTINGS FOR SWITCH TYPES

FOR ELECTRIC PIVOTING LOCKS, ELECTROCATCH LOCKS, ELECTRIC RATCHETING DOORS:



Auto off: 8-25 sec
Pause time: disabled

GARAGE DOORS, AUTOMATIC GATES, MOTORIZED LOUVRE SYSTEMS, AND OTHER ELECTRIC IMPULSE
CONTROLLED DEVICES:



Auto off: 1 sec
Pause time: disabled

LIGHTING:




2.2

Auto off: disabled (does not turn off automatically)
Auto off: 1h (turns off automatically after 1 hour)
Pause time: disabled

PREREGISTRATION, HANDLING REGCODE FOR GUEST ACTIVATION

It is recommended to send the preregistered code and address for guest activation through separate channels,
via text message and email. We recommend sending the REGCODE in text message, while sending the address
through email. This way you can see to it that the registration code does not fall into wrong hands, for this end
the information necessary for the code’s use must always be sent separately to guests using separate channels.
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2.3

OUTPUTS, CONNECTIONS

Outputs on the device
There are two outputs with relay and two with transistors, which allow 4 locks, gates, or switches to be
operated independently. The device may operate any kind of electronic equipment, electric lock, garage door,
automatic gate, barrier, lighting, and ventilation system.
Outputs with relay
- For connecting electric locks directly
Electric locks, garage doors, and automatic gates may be connected directly to two outputs with relay without
intermediate circuit. These outputs are indicated by the green colour coded rectangle in the schematic.
Outputs without relay - For garage doors or other external electronic devices
Garage doors and automatic gates may be connected to outputs without relay. These outputs are indicated by
the blue colour coded rectangle. In this case, electric devices connect directly to the control circuit up to a
maximum of 12V and 120mA. You can find the outputs on the panel marked by V+ 3 and 4.
Connecting lighting circuits
Lighting switches outside the control circuit may be connected to any output, when using external relay. It is
recommended to use Finder relays but there are other suitable relay panel that can be found in safety
equipment stores.
In the case of connecting more powerful lighting or ventilation, Finder relays manufactured for this purpose are
recommended. When using two simple relay panels, connecting them inline is the best option if you want to
connect more powerful electronic devices to the output.
Connecting sensors or input switches
There is an output marked by the purple colour coded rectangle, where you may connect a push button,
motion sensor, smoke detector, alarm, or door sensor. The signal from the connected sensor or switch is
registered in the device’s event log but based on our settings it is also possible to send automatic notifications
about events. The PRO and NET versions are capable of sending notifications if it is selected in the settings.
Power supply
In the case of power failure a battery provides
uninterrupted power supply in order to keep track of the
remaining time for temporary keys.
You may use the battery of the electric lock already in
place to power the device. Every type of 12V or 24V AC/DC
power supply unit is suitable for powering the device. The
input socket is marked by the black colour coded rectangle.

Restart
Connecting the mini jumper marked by the yellow rectangle immediately restarts the device. This is the normal
reset function. If you experience any irregular or faulty behaviour from the device, restart the control device
using this jumper. Upon restart, the green and yellow LEDs flash simultaneously followed by the flashing of the
blue LED a few seconds later, which indicates that the device is ready for use.
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Resetting to factory settings
If you wish to reset to factory settings, connect the jumper marked by the red rectangle for more than 5
seconds. Resetting to factory settings takes up to 10 seconds during which time the device deletes all the keys
and events from its memory then restarts. At the beginning of the process the green and yellow LEDs next to
the jumper flash three times. They flash one more time signalling that keys and events are deleted, followed by
the flashing of the blue LED next to the battery a few seconds later signalling that the device is operational.
Operation status LEDs
There is also a red LED on the device that shows when the device is turned on. When the red LED light is on, the
device is powered. The blue LED shows that the device is in operation, the blue light has to be constantly
flashing, more frequently while sending a message and less frequently when idle. In case only the red LED is
turned on and you don’t see the blue LED flashing 10 seconds after turning on the device, this indicates that
there might be a problem with the device. In this case, please contact one of our service partners based on the
information on our website.
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